OBLON, SPIVAK, ET AL 
DOCKET #: 248270US6 
INV: Hideyuki SUZUKI 
SHEET J_ OF. 15 

1/15 



FIG. 1 




OBLON, SPIVAK, ET AL 
DOCKET #:248270US6 
INV: Hideyuki SUZUKI 
SHEET J_ O F IS 



2/15 



x 
< 



3 





ION 




CAT 




• ■ ■ ■■■ 




AUTHE 
HEADE 




CM 

o 



o 

2 

x 
< 



O 
QQ 



m 



s 














o 


mmwm-: ct: : 






















o 










1— 

zee 

LU LU 


AD 




















h— < 








I=> LU 


1 






<C DC 








7 




o 



















CO 



q: 
o 



LU 



OBLON, SP1VAK, ET AL 
DOCKET U: 248270US6 
INV: Hideyuki SUZUKI 
SHEET 3 O F | S 



3/15 



FIG. 3 



HEADER 

PART 

801 



PAYLOAD 
PART 

802 



START-POINT TERMINAL 
IDENTIFIER 



800 



END-POINT TERMINAL 
IDENTIFIER 



TRANSMISSION TERMINAL 
IDENTIFIER 



RECEPTION TERMINAL 
IDENTIFIER 



FRAME TYPE 



SEQUENCE NUMBER 



AUTHENTICATION HEADER 



DATA 



x 



x 



x 



x 



X 



X 



803 
804 
805 
806 
807 
808 
809 



OBLON, SPIVAK, ET AL 
DOCKET #: 248270US6 
INV: Hideyuki SUZUKI 
SHEET 4 O F IS 



4/15 



FIG. 4 



Q START J 



S992 



I — K xor ipad 



ipad: "0x36" x B 



S993 



IT *- 1 + TEXT 



S994 



ITH — HASH (IT) 



S995 



0 «— K xor opad 



opad: "0x5c" x B 



S996 



OITH *- 0 + ITH 



S997 



AH — HASH (OITH) 



OBLON, SPIVAK, ET AL 
DOCKET #: 248270US6 
INV: Hideyuki SUZUKI 
SHEET S O F 15 



5/15 



FIG. 5 



310 



320 



COMMUNICATION 

PROCESSING 

SECTION 



340 



DISPLAY 
SECTION 



350 



OPERATION 
SECTION 



360 



SPEAKER 



370 



MICROPHONE 



300 



WIRELESS TERMINAL 



380 



^1 



330 



CONTROL 
SECTION 



600 



TIMER 



335 



MEMORY 



650 



GENERATED 

KEY 

TABLE 



670 



KEY 

MANAGEMENT 
LIST TABLE 



^1 



680 



PATH 
TABLE 



690 



NEIGHBORING 
TERMINAL 
LIST TABLE 



OBLON, SPIVAK, ET AL 
DOCKET*: 248270US6 
1NV: Hideyuki SUZUKI 
SHEET 6 OF 15 

6/15 



FIG. 6 

670 



/v/ b/1 

TERMINAL 
IDENTIFIER 


fi7*> 

UNICAST 

ENCRYPTION KEY 


AUTHENTICATION 
HEADER KEY 


TERMINAL B 


UK AB 


AHK AB 


TERMINAL C 


UK_AC 


AHK AC 


TERMINAL D 


UK AD 


AHK AD 


i 

i 

! 
I 




I 

: 

! 

; 
i 



OBLON.SPIVAK, ET AL 
DOCKET #: 248270US6 
INV: Hideyuki SUZUKI 
SHEET 7 OF 15 



7/15 



FIG. 7 

680 



^681 


/v/682 


^683 


END-POINT TERMINAL 


TRANSFER DESTINATION 


EFFECTIVE TIME 


IDENTIFIER 


TERMINAL IDENTIFIER 


TERMINAL B 


TERMINAL B 


1 :30 


TERMINAL C 


TERMINAL B 


0:50 



TERMINAL D 



TERMINAL B 



0:30 



OBLON, SP1VAK, ET AL 
DOCKET #: 248270US6 
INV: Hideyuki SUZUKI 
SHEET 8 OF 15 



8/ 15 



FIG. 8 



690 



.691 

NEIGHBORING TERMINAL 
IDENTIFIER 



EFFECTIVE TIME 



TERMINAL A 


1 :30 


TERMINAL C 


O:50 







OBLON, SPI VAK, ET AL 
DOCKET #: 248270US6 
INV: Hideyuki SUZUKI 
SHEET 9 O F 15 



9/15 



FIG. 9 



TERMINAL A 



100 



TERMINAL B 



200 



131 



REQUEST FOR 
PUBLIC KEY OF 
TERMINAL B 



1312 



RECEIVE 
PUBLIC KEY OF 
TERMINAL B 



PUBLIC-KEY REQUEST MESSAGE 
132 

PUBLIC-KEY 

DISTRIBUTION MESSAGE 
^\ 



231 



2321 



PK B 



133 



GENERATE 
AUTHENTICATION 
HEADER KEY 



134 



ENCRYPT AND 
TRANSMIT 
AUTHENTICATION 
HEADER KEY 



AUTHENTICATION HEADER KEY 
DISTRIBUTION MESSAGE 



AHK.AB 
135 



1342 



SET IN KEY 
MANAGEMENT 
LIST TABLE 



RECEIVE 
REQUEST 



232 



TRANSMIT 
PUBLIC KEY OF 
TERMINAL B 



234 



DECRYPT 
AUTHENTICATION 
HEADER KEY 



235 



SET IN KEY 
MANAGEMENT 
LIST TABLE 



OBLON, SPIVAK, ETAL 
DOCKET #: 248270US6 
INV: Hideyuki SUZUKI 
SHEET _IO_OF_I5 



10/15 



FIG. 10 



TERMINAL A 



100 



141 



REQUEST FOR 
PUBLIC KEY OF 
TERMINAL D 



1414 



PUBLIC-KEY REQUEST MESSAGE 



142 



RECEIVE 

PUBLIC KEY OF r=" 
TERMINAL D 



PUBLIC-KEY DISTRIBUTION 
MESSAGE 



4421 



PKD 



143 



GENERATE 
UNICAST KEY 



144 



ENCRYPT AND 
TRANSMIT 
UNICAST KEY 



UKJKD 
145 



U NIC AST-KEY DISTRIBUTION 
MESSAGE 



1444 



SET IN KEY 
MANAGEMENT 
LIST TABLE 



TERMINAL D 



400 



441 



RECEIVE 
REQUEST 



442 



TRANSMIT 
PUBLIC KEY OF 
TERMINAL D 



444 



DECRYPT 
UNICAST KEY 



445 



SET IN KEY 
MANAGEMENT 
LIST TABLE 



OBLON, SPIVAK, ET AL 
DOCKET U: 248270US6 
INV: Hideyuki SUZUKI 
SHEET II O F IS 



11/15 



FIG. 11 




ENCRYPT USING UNICAST 
KEY WITH RESPECT TO 
END-POINT TERMINAL 



S953 



CREATE AUTHENTICATION 
HEADER USING 
AUTHENTICATION HEADER 
KEY WITH RESPECT TO 
RECEPTION TERMINAL 





rS954 


SEND ENCRYPTED FRAME 
TO LOW-ORDER LAYER 



END 



OBLON, SPIVAK, ET AL 
DOCKET #: 248270US6 
INV: Hideyuki SUZUKI 
SHEET 12 O F IS 



12/15 



FIG. 12 



Q START ^ 



i 



S961 



EXTRACT AUTHENTICATION 
HEADER KEY WITH RESPECT 
TO TRANSMISSION TERMINAL 



,S962 



S967 



TRANSFER ENCRYPTED 
FRAME TO THE NEXT 
POINT 



IS AUTHENTICATION' 
HEADER VALID? 




YES 



S964 




YES S965 



DECRYPT USING UNICAST 
KEY WITH RESPECT TO 
START POINT 



S966 



PROCESS DECRYPTED 
FRAME AT HIGH-ORDER 
LAYER 



1 



S963 



DISCARD FRAME 



c 



END 



OBLON, SPIVAK, ET AL 
DOCKET U: 248270US6 
INV: Hideyuki SUZUKI 
SHEET 13 O F 15 



13/15 



FIG. 13 



TERMINAL A 



100 



151 



DISCONNECTION 
REQUEST FROM 
TERMINAL A 



152 



RECEIVE 

DISCONNECTION 

RESPONSE 



1512 



DISCONNECTION 
REQUEST MESSAGE 



DISCONNECTION 
RESPONSE MESSAGE 



2521 



TERMINAL B 



200 



251 



RECEIVE 
REQUEST 



252 



TRANSMIT 

DISCONNECTION 

RESPONSE 



OBLON, SPIVAK, ET AL 
DOCKET #: 248270US6 
INV: Hideyuki SUZUKI 
SHEET J4_ O F IS 



14/15 



FIG. 14 



START ^ 



S971 



NO 




CONNECTED 
TO ANOTHER 
TERMINAL? 



YES 



1 



S972 



BROADCAST TERMINAL 
LEAVING MESSAGE 



S973 



DELETE KEY MANAGEMENT 
LIST OF NEIGHBORING 
TERMINAL THAT HAS LEFT 
NETWORK 



OBLON, SPIVAK, ET AL 
DOCKET #: 248270US6 
INV: Hideyuki SUZUKI 
SHEET JS_ QF is 



15// 15 



FIG. 15 



Q START ^ 



1 



S981 



DECRYPT TERMINAL 
LEAVING MESSAGE 
USING BROADCAST KEY 



S982 




DELETE KEY MANAGEMENT 
LIST OF NEIGHBORING 
TERMINAL THAT HAS LEFT 
NETWORK 



